
Master Thesis Project

Uncovering State-Machine Bugs in Security Protocol
Implementations

Contact: Ahmed Rezine1 and Niklas Johansson2
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Implementations of security protocols, such as TLS or SSH, control and orchestrate
message exchanges to account for the underlying protocol specification. As a conse-
quence, such implementations need to carefully manage the type and the order of the
messages. Deviations can result in serious vulnerabilities with failed connections or
even in making possible security attacks. Testing implementations of security protocols
is challenging because of their complexity, and because tests need to account for the
history of the exchanges to capture meaningful scenarios. Recent works [1–3] propose
to use automata learning approaches to build a finite state model of the protocol and to
use it for black box testing of existing security protocols. This project will experiment
with these approaches to assess their applicability in systematically testing security pro-
tocols. For this purpose, the project aims to:

1. Gain familiarity with testing of security protocols implementations.
2. Gain familiarity with the recent automata based testing of security protocols.
3. Experiment automata based testing on a security protocol.

Qualification

This 30 hp thesis will be carried by one or two master student(s).

• The student should have very good programming skills in C and Java
• The student should have taken a Networks Security course
• Having taken the software verification or the software testing course is a plus
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